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ABSTRACT

Recently, a self-driving car have applied deep learning technology to advanced driver assistance system can provide
convenience to drivers, but it is shown deep that learning technology is vulnerable to adversarial evasion attacks. In this
paper, we performed five adversarial evasion attacks, including MI-FGSM(Momentum Iterative-Fast Gradient Sign Method),
targeting the object detection algorithm YOLOvVS5 (You Only Look Once), and measured the object detection performance in
terms of mAP(mean Average Precision). In particular, we present a method applying morphology operations for YOLO to
detect objects normally by removing noise and extracting boundary. As a result of analyzing its performance through
experiments, when an adversarial attack was performed, YOLO’s mAP dropped by at least 7.9%. The YOLO applied our
proposed method can detect objects up to 87.3% of mAP performance.
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Fig. 1. Object detection using YOLO
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Fig. 6. Erosion operation in Morphology
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Table 3. Evaluation of performance

O]E} Our YOLO| 92.4% | 86.6% | 80.7%
34 AR 34 A= dehie seleigal peD [ olO | A05% | 20.5% | 20.5%
Epsilong 0.05, 0.1, 0.15704 Axste] A Our YOLO| 92.3% | 92.1% | 91.6%
gth. Epsilon® Q& o|ux|o] wAg Wi 7} DeepFool YOLO 59.6% | 46.6% | 48.5%
Our YOLO| 92.4% | 89.1% | 81.6%

) £ . o . EOT PGD YOLO 43.2% | 18.9% | 7.9%
Table 2. Evaluation of original YOLO _ Our YOLO | 92.2% | 91.6% | 87.3%
Model Precision Recall mAP BPDA YOLO 57.4% | 46.2% | 33.2%
YOLO 88% 94% 96% Our YOLO| 93.6% | 82.5% | 73.2%
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